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Microsoft Teams — Access for persons
external to the FDFA.

» Guest Access is only possible via the web app to persons outside the federal
government.

» The download and printing of documents is blocked for people outside federal
government.

> Alternatively, you can invite FDFA staff members to join a team within your
organisation.




1 Registering as a guest

1 A person from the FDFA invites you to join a project or working
group team.

2 You will receive an invitation email from ‘Microsoft Teams'. After
receiving the email, you must wait at least 15 minutes before
continuing.

=> You are working with a federal account on a federal
administration notebook: You can click Open in Microsoft
Teams to open the team in the Teams app.

=> You are working with a non-federal device: Right-click on
Open in Microsoft Teams and select Open link in InPrivate
window.

=> If you do not have a Microsoft account, you must first
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A Microsoft customer, from the Federal Department of Foreign
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3 Accept the invitation by clicking on Accept.

=> If the error message “You don't have access” appears,
please retry 15-30 minutes later with step 1.

¥ Microsoft

jit07980@jioso.com

You don't have access to this

Your sign-in was successful but you don't have
permission to access this resource.

[Sign out and sign in with a different accounﬂ

More details

4 Access via the Teams app is blocked for persons outside the federal

government. Click on Cancel and then on Use the web app instead.

=> If you work for the federal administration, you can click on
Open when the message ‘This site is trying to open
Microsoft Teams' appears.

This site is trying to open Microsoft Teams.
https://teams.microsoft.com wants to open this application.

|:| Always allow teams.microsoft.com to open links of this type in the associated app

Open Cancel ‘

B® Microsoft

jit07980@jioso.com

fafwpgovch.onmicrosoft.com

/ Receive your profile data

v Collect and log your activity

Learn more

Permissions requested by:

Federal Department of Foreign Affairs (FDFA)

By accepting, you allow this organization to:

\/ Use your profile data and activity data

You should only accept if you trust Federal Department of Foreign
Affairs (FDFA). Read Federal Departmen
(FDFA)'s privacy statement. You can upd
https://myaccount.microsoft.com/organizations.

t of Foreign Affairs
i'ﬂ these permissions at

This resource is not shared by Microsoft.

This site is trying to open Microsoft Teams.

https://teams.microsoft.com wants to open this application.

D Always allow teams.microsoft.com to open links of this type in the associated app

-

Stay better connected with the Teams desktop app

Download the Windows app Use the we@app instead




5 Log in with your Microsoft account.

6 If the message 'Retrieve code for registration” appears, click on Send
code.

S® Microsoft

Sign in

Can't access your account?

% Microsoft

slu31521@jioso.com

Zur Anmeldung Code abrufen

Wir senden einen Code an slu31521@jioso.com, um Sie
anzumelden.




7 You will receive a code by email. Enter this code on the website.

Select whether you want to remain logged in or not.

X B8 Microsoft

Angemeldet bleiben?

8 The next step is to set up multi-factor authentication. Click Continue
under ‘More information required'.

9 Install the Microsoft Authenticator app on your smartphone. Click on
'Next'.

a5 Microsoft

Code eingeben

Geben Sie den Code ein, den wir an

gesendet haben.
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= Microsoft

jit07980@jioso.com

authentication.

Use a different account

Learn more

More information required
Your organization needs more information to keep

your account secure. Before making changes to your
security info you must complete multifactor

Microsoft Authenticator

e

Start by getting the app o

On your phone, install the Microsoft Authenticator app. DownEad now

After you install the Microsoft Authenticator app on your device, choose “Next".

| want to use a different authenticator app

o =N




10 Click on 'Next' and open the Microsoft Authenticator app on your
smartphone.

11 Tap the + sign in the Microsoft Authenticator app to add a new
account.

12 Select your work or school email and tap Scan QR code.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".
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WELCHE ART VON KONTO FUGEN SIE HINZU?

== Persénliches Konto

Geschifts-, Schul- oder Unikonto hinzufiigen

Anmelden

QR-Code scannen B

Abbrechen




13 Use your smartphone to scan the QR code displayed on the
computer screen.

On your computer sreen, click on Next.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose “Next®

Ihr Kontoanbieter zeigt einen QR-Code an.

Oder Code manuell eingeben

Can't scan image?

Back Next

14 Enter the code displayed on the computer screen in the app and tap

Machten Sie sich anmelden?

Microsoft Authenticator shten Sia sich anmeklon?

nEEXT#@tafwpgo
vch.onmicrosoft.com

Geben Sie die angezeigte Nummer fir

Let's try it out

- I &

Approve the notification we're sending to your app by entering the number shown below.
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Nein, ich bin es nicht
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15 Click on 'Next'.

16 Click on Done.

17 Read and confirm the FDFA terms of use.

=> If the error message 'You do not have the required
authorisations..." appears, open the team again via the
invitation link in the email (step 1).

18 Click Continue to Microsoft Teams.

Microsoft Authenticator

Notification approved

v/

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

@ Microsoft Authenticator

Federal Department of Foreign Affairs (FDFA) terms of use

In order to access Federal Department of Foreign Affairs (FDFA) resource(s), you must read the terms of use.
) E031-Einsatarichtlinie Microsoft 365 ()

Please click Accept to confirm that you have read and understood the terms of use.

Decline Accept ¥ e

Zugriff auf "Microsoft Teams" wird Gberwacht

Zur Verbesserung der Sicherheit hat Ihre Organisation fur Microsoft Teams einen Zugriff im
Uberwachungsmodus konfiguriert.

Der Zugriff ist nur tiber einen Webbrowser méglich.

(O Diese Benachrichtigung fiir alle Apps eine Woche lang nicht anzeigen

@ Weiter zu %\'crosoft Teams




19 You now have guest access to the team.

< G il 5 https//teams.microsoft.com/v,
=>» Access for people outside the federal government is only

possible via the web app. Persons outside the federal ®

government may only edit files via a browser. Downloading, hP
printing or opening in desktop applications is blocked. To “
avoid conflicts with other M365 accounts, we recommend -

Teams
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